dobverse

Application and Server Vulnerability Assessment Engineer

We are looking for a talented and experienced Application and Server Vulnerability Assessment
Engineer to join our team. The ideal candidate will be responsible for performing comprehensive
security assessments of web applications, mobile applications, and servers, including penetration testing
and vulnerability assessment. The successful candidate will have a strong understanding of security
vulnerabilities and threats, as well as experience in remediation techniques.

This is a Hybrid role and requires the candidate to be on-site 3 days a week.

Responsibilities:
e Conduct vulnerability assessments of web applications, mobile applications, and servers using
both manual and automated tools.
o Perform penetration testing to identify potential weaknesses and vulnerabilities.
e Analyze security vulnerabilities and develop remediation plans.
e Work with development teams to ensure the implementation of security best practices.
e Stay current with emerging security threats, vulnerabilities, and industry trends.
e Produce reports outlining findings and recommended remediation steps.
e Communicate security risks and solutions to both technical and non-technical stakeholders.

Position Requirements:
e Bachelor’s degree in computer science, Information Security, or related field.
e At least 3 years of experience in application and server vulnerability assessment.
e Experience with vulnerability scanning tools such as Nessus, Qualys, or OpenVAS.
e Experience with web application security testing tools such as Metasploit, Burp Suite, or Kali
Linux.
e Knowledge of OWASP Top 10 and CWE/SANS Top 25.
e Experience with programming languages such as Python, Ruby, or Perl.
e Strong understanding of security vulnerabilities and remediation techniques.
e Excellent written and verbal communication skills.
e Ability to work independently or in a team environment.
e Willingness to work on-site 3 days a week.
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Computer Operator

Major Duties and Responsibilities

The resource is to perform tasks and assignments related to the management and operations of
drawings for on-line games, second chance drawings and special event drawings. Duties include, but are
not limited to:

The incumbent is responsible for resolving hardware and software issues from minor software to
complex system issues. Serves as the initial point of contact for OLG staff experiencing computer
problems or in need of additional technology resources.

Monitors networked systems for security problems and investigates causes of any suspicious
activity identified.

Serves as initial point of control to ensure personnel do not access the classified processing area
without proper clearance.

Performs the Game Closing and IT draw operations, verifies closing of lottery games; validates
winning numbers for draw games with draw staff and auditors; updates and post winning
numbers to website and phone line; works with vendor to enable payments for local drawings;
balances sales and liabilities data with the gaming system and create Back-Office System (BOS)
reports; and updates new draw sales and liability records.

On a daily basis, processes and balances the of Internal Control System (ICS) financial reports
against BOS reports.

Monitors the ICS and BOS performance during data entry and reporting any anomalies noted;
communicate issues to systems and network engineers; and responds to BOS/ICS queries via
email or telephone.

Updates the Multistate Lottery Association (MUSL) and Draw Reporting Systems with sales and
winning numbers for multistate lottery games. Maintains contact with Draw Manager, Draw
Auditor and Lottery.

Assists Information Technology staff in providing basic computer and systems support to Gaming
Systems vendor. Assists IT Specialists with- providing technical assistance and support for
incoming queries and issues related to computer software and hardware.

Executes and monitors daily Data Warehousing program.

Conducts preliminary IT inquires and issue tracking for users.

Maintains asset inventory for Lottery IT department.

Assists the IT Specialist in installing and configuring computer software, installing computer
hardware peripherals, including the setup of network printers, monitors and mobile devices and
provides assistance to the QA groups in UAT testing as assigned.

Perform other related duties as assigned.

Knowledge Required
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Extensive knowledge of the functions of various computer operating systems to monitor activities
internal to the systems and in searching for and identifying problem conditions that affect system
operating efficiency in accepting and processing jobs.

Knowledge of Microsoft Office and operating features of a personal computer. Skill in the use of a
computer keyboard.

General knowledge of File Transfer Protocol (FTP) and Virtual Private Networks (VPN) in order to transfer
data securely.

Knowledge of network file system and USB file transfers to transfer data from internal control system to
a thumb drive and then to network file server.

Ability to maintain accuracy in performing repetitive work where speed and accuracy are of importance.
Experience in Information Technology environment on Microsoft Windows environment.

Knowledge necessary to diagnose and solve simple computer system problems. Incumbent must be able
to learn new IT techniques within a reasonable time frame.

Ability to effectively comprehend SOPs, reports, test scripts, and other related materials.
Physical Demands

The work is performed in a typical office setting.

Educational Requirements

High School Diploma

This position is considered essential. The incumbent must be available to work a rotating 40-hour shift
(including weekends and holidays) to provide coverage for the OLG Operations Center. The Operations
Center is open from 7:30 a.m. to 1:00 a.m., 7 days a week. The Shift Schedule is prepared monthly by
management.
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DHS Applications Developer Senior (.NET)

Senior Application Developer with proven professional experience in the design, development, delivery
and enhancement of Client-Server/Web-Based/Cloud-Based/Mobile Software Applications using
Microsoft .NET Technologies, ASP & C# (C-Sharp). This position also requires 11-15 years of experience.
Designs, develops, enhances, debugs, and implements software. Troubleshoots production problems
related to software applications.

This position is housed under Application Support Division | (ASD I) of the Office of Information Systems
(OIS). The developer will build and implement additional functionality and system enhancements as
requested by FSA. Make system fixes to ERAP as needed. Troubleshoot production issues. Work with
Business Analyst to understand current and new business processes that for ERAP and formulate IT
solutions involving ERAP to improve efficiency. Build out enhanced reporting and dashboard capabilities.
Perform proactive application monitoring activities including enhanced audit log tracking.

DHS’s OIS/Application Support Division | is looking for a Senior Application Developers whose primary
responsibilities include design, development, delivery and enhancement of Client-Server/Web-
Based/Cloud-Based/Mobile Software Applications using application software development
languages/environments with .NET/ASP/Visual C#.

Candidate will be responsible for the implementation and management of business aligned IT services.
Ensuring the application platform is of high quality, defects free and adheres to industry standards for
development, testing and deployment methodologies.

Must have experience with .NET/ASP/Visual C#, SQL Server, SQL/Procedural Language. Hands on
experience with any of the following is favorable: Java, XML, HTML, JavaScript, BPEL, PHP and WebLogic.

The successful candidates will demonstrate the following knowledge, skills, characteristics, experiences
and/or abilities:

Capable of design, develop and deploy applications that support users on the case and program
management especially with ERAP application.

e Provides mentorship and technical advice to a team of Application/Reports/Query developers.

e Provides strategic advice to the lead, management and customers of the OIS.

e (Capable of implementing programming standards that support a secure and defect free
application.

e Interacts daily with government clients in order to meet the technical requirements for new
initiatives.

e Works with Quality Assurance / Quality Control teams to insure the application remains secure
and defect free.

o Defines and documents processes to be used by all application developers on the team.

e Plans, researches, and recommends new equipment, software tools, and related technologies.

e Uses monitoring and performance analysis tools to troubleshoot and isolate application
performance issues.



dobverse

e Updates system and process documentation, produces user guides, ER diagrams, and SOPs as
needed - Including Visio Network design drawings.
e Other duties as assigned.

The candidate will become an integral part of the ASD Team, making every problem associated to the
platform a problem of their own and will demonstrate the required initiative and critical thinking abilities
necessary to resolve all problems and challenges accordingly.

This individual will be working closely with DHS OIS and its partner agencies to ensure the agencies’
priorities are met. This is a position within DHS OIS Division.

Responsibilities:

1. Designs, develops, enhances, debugs, and implements software. Troubleshoots production problems
related to software applications.

2. Researches, tests, build, and coordinate the conversion and/or integration of new products based on
client requirements. Designs and develops new software products or major enhancements to existing
software.

3. Addresses problems of systems integration, compatibility, and multiple platforms.

4. Consults with project teams and end users to identify application requirements.

5. Performs feasibility analysis on potential future projects to management.

6. Assists in the evaluation and recommendation of application software packages, application
integration and testing tools.

7. Resolves problems with software and responds to suggestions for improvements and enhancements.
8. Acts as team leader on projects.

9. Instructs, assigns, directs, and checks the work of other software developers on development team.
10. Participates in development of software user manuals.

Minimum Education/Certification Requirements :

Bachelor’s degree in Information Technology or related field or equivalent experience
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Business Analyst - Web Projects

The District of Columbia Office of the Chief Technology Officer is seeking to acquire a Business Analyst to
support the day-to-day projects within the Digital Service Team. The Business Analyst will be responsible
for gathering and analyzing data to help inform our web development projects. The ideal candidate will
have a strong background in web projects, excellent analytical skills, and the ability to effectively
communicate project progress.

Responsibilities

e Analyze web development project requirements and develop project plans
e Create user stories, use cases, and wireframes

e Research and evaluate potential solutions to web development problems
e Monitor project progress and create reports for stakeholders

e Collaborate with cross-functional teams to ensure project success

e |dentify areas of improvement and recommend solutions

e Develop and maintain relationships with stakeholders

Qualifications

e Bachelor's degree in web development, computer science, or a related field

e 5+ years of experience in web development and business analysis

e Excellent problem-solving and communication skills

e Excellent understanding of web applications built in Drupal

e Proficiency in HTML, CSS, JavaScript, and other web development technologies
e Knowledge of web development best practices and industry standards

e Experience with project management tools such as JIRA and Confluence

CONTRACT JOB DESCRIPTION
Responsibilities:

1. Formulates and defines systems scope and objectives based on both user needs and a thorough
understanding of business systems and industry requirements.

2. Devises or modifies procedures to solve complex problems considering computer equipment capacity
and limitations, operation time, and form of desired results. Includes analysis of business and user
needs, documentation of requirements, and translation into proper system requirements specifications.

3. Provides consultation on complex projects and is considered to be the top-level contributor/specialist
of most phases of systems analysis, while considering the business implications of the application of
technology to the current and future business environment.

Minimum Education/Certification Requirements :
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Bachelor’s degree in IT or related field or equivalent experience; or a current Project Management
Professional (PMP) Certification
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DFS CSSU Business Systems Analyst Master

16+ years of experience. Formulates and defines systems scope and objectives based on both user
needs and a thorough understanding of business systems and industry requirements. work on site 2 days
a week.

The BA shall define specifications and requirements and work with the vendors to ensure successful
development. This position shall serve as the Subject Matter Expert on developing and implementing
multiple new systems for the Crime Scene Services unit, including JusticeTrax, CrimePad, FileOnQ, Leica,
and their required interfaces and dashboards.

The BA shall be involved in developing project plans as-is processes and often providing project
management skills when these skills are unavailable to other project participants. In addition, the BA
shall research, evaluate, and recommend architectural frameworks, technology solutions, and
implementation strategies.

CONTRACT JOB DESCRIPTION
Responsibilities:

1. Formulates and defines systems scope and objectives based on both user needs and a thorough
understanding of business systems and industry requirements.

2. Devises or modifies procedures to solve complex problems considering computer equipment capacity
and limitations, operation time, and form of desired results. Includes analysis of business and user
needs, documentation of requirements, and translation into proper system requirements specifications.

3. Provides consultation on complex projects and is considered to be the top-level contributor/specialist
of most phases of systems analysis, while considering the business implications of the application of
technology to the current and future business environment.

Minimum Education/Certification Requirements :

Bachelor’s degree in IT or related field or equivalent experience; or a current Project Management
Professional (PMP) Certification



